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Methodology for early analysis of fault attacks vulnerabilities 
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  Cryptographic device

Fault Sensitive Analysis on arithmetic operators of LBC

Fault attacks on RLWE encryption

Flexible accelerators for RLWE post-quantum cryptography

Instruction set extension for LBC

● Quantum computer threatens public key 
cryptography

● Lattice-Based cryptography resists 
classical and quantum attacks

● Physical attacks are a main concern for 
embedded systems and internet of 
things

Efficient and secure implementation 
of lattice-based cryptography is 
needed.

This thesis explores the vulnerabilities of RLWE encryption to different 
fault attacks. We have also evaluated vulnerability of hardware modules 
used in LBC and Lotus encryption circuit against Fault Sensitivity 
Analysis. A methodology and framework for early assessment of the 
vulnerabilities against fault attacks has been developed.

We show the design of cache-based hardware accelerators for LBC and 
an instruction set extension. We focus on keccak and NTT functions. The 
results present the trade-off between execution time improvements and  
cost (area/energy).
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