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Abstract—Today’s factory machines are ever more connected
with SCADA, MES, ERP applications as well as external systems
for data analysis. Different types of network architectures must
be used for this purpose. For instance, control applications at
the lowest level are susceptible to delays and errors while data
analysis with machine learning procedures requires to move a
large amount of data without real-time constraints. Standard
data formats, like Automation Markup Language (AML), have
been established to document factory environment, machine
placement and network deployment, however, no automatic
technique is currently available in the context of Industry 4.0
to choose the best mix of network architectures according to
spacial constraints, cost, and performance. We propose to fill
this gap by formulating an optimization problem. First of all,
spatial and communication requirements are extracted from the
AML description. Then, the optimal interconnection of wired or
wireless channels is obtained according to application objectives.
Finally, this result is back-annotated to AML to be used in the
life cycle of the production system. The proposed methodology is
described through a small, but complete, smart production plant.

Index Terms—Networked embedded systems, design-space ex-
ploration, synthesis, optimization, MILP.

I. INTRODUCTION AND PROBLEM STATEMENT

Recent trends in factory automation aim at increasing effi-
ciency by making machines more connected together and with
external applications. This implies that network infrastructure
becomes another design dimension of the production system.
Figure 1 shows an example of a factory layout. It is small
to support the understanding of the proposed approach but it
is also complete and realistic to show its general validity. It
consists of four areas, i.e., two production areas, a warehouse,
and a data center. In each production area, there are two
conveyor belts and a machine; the belt on the left takes raw
materials from a basket to be transformed by the machine;
then finished goods are put in packages by the belt on the
right. Raw materials are taken from the warehouse, which also
stores finished goods. An Automatic Guided Vehicle (AGV)
is used to move objects between the warehouse and the two
production areas.

The shop floor is managed by applications hosted by the
office network, which is usually called Information Technol-
ogy (IT) network. Supervisory Control and Data Acquisition
(SCADA) consists of applications and graphical user interfaces
for high-level process supervisory management; it communi-
cates with devices in the shop floor such as Programmable
Logic Controllers (PLCs) to implement machine-level control
strategies. Manufacturing Execution Systems (MES) is used
to track and document the transformation of raw materials to
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Fig. 1. Description of an Industry 4.0 case study with communication flows.

finished goods. MES provides information that helps decision-
makers to understand how current conditions on the plant floor
can be optimized to improve production output. Enterprise
Resource Planning (ERP) is a suite of integrated applications
that an organization can use to collect, store, manage, and
analyze data from its business activities. Other non business-
related applications can be present, e.g., to monitor machines
and environmental parameters for predictive maintenance [1].

Communications are based on software tasks hosted by
networked embedded systems placed inside machines and in
the environment; these tasks exchange data with each other
and with applications in the IT network. In Figure 1 the
factory layout is annotated with tasks (denoted by circles)
and their data flows (denoted by arrows). Red circles denote
sensing and actuation tasks which generate measurements and
apply commands, respectively. Yellow circles denote control
tasks (traditionally implemented in PLCs) that interact with
sensing and actuation tasks (red arrows) to implement control
strategies. Tasks’ position is a design requirement, i.e., in the
discussed example, the designer stated that machines and the
vehicle have local control tasks while belts are controlled by
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the data center. Cyan circles denote cooperation tasks that
interact all together to coordinate the drop of raw materials
and the pick up of finished products between belts and the
vehicle. Green circles denote monitoring tasks that collect
data from the environment, machines, belts, and the vehicle
for further analysis (e.g., for predictive maintenance). Further-
more, all control tasks interact with SCADA (yellow arrow),
all cooperation tasks interact with MES/ERP (cyan arrow), and
monitoring tasks interact with machine learning applications
(green arrow). In Figure 1, specific arrows between these
tasks and the IT network have been omitted to simplify
the drawing. Data exchanges on different arrow types have
different requirements. Red arrows require very low delays
(around 1-10 ms) and low error rates (1% max), while the
data rate is usually below 400 kb/s. Cyan arrows require
moderate delays (around 10-100 ms), moderate error rates (3%
max) with a data rate around 20 kb/s. Green arrows have no
constraints on delay and error rate but exhibit a very high
data rate of about 100 Mb/s. All these Quality of Service
(QoS) requirements should be considered in the design of
the network infrastructure of the shop floor usually called
Operational Technology (OT) network.

The design of the OT network should also take into account
the position of tasks in the factory layout. This requirement
affects the placement of hardware devices (called nodes in the
following text) which host tasks. As depicted in Figure 1, the
milling machine, and its corresponding tasks are in Production
Area 1 while the 3D printer is in the Production Area 2. In
the specific case of belts, a sensor should be placed at each
end of the equipment, while the actuator is placed in the upper
end. Therefore, the two sensing tasks cannot be hosted by the
same node while in the upper end of the belt, the sensing task
and the actuating task can be implemented in the same node if
this choice reduces costs. Furthermore, the size of the rooms
and the presence of walls affect the network topology both
for wired and wireless communications, while we can assume
that network properties are homogeneous inside a room. In
Figure 1, rounded blue boxes are depicted to denote zones
with comparable properties and to separate tasks that cannot
be placed in the same hardware device. As it can be seen in
Figure 1, the specification of spatial requirements may lead to
defining a large number of zones, but their reciprocal inclusion
can be exploited to simplify the specification of their properties
as described in Section II-C. It is worth noting that the AGV
moves in different areas, and therefore, we cannot say that
it belongs to one of the production areas or the warehouse.
Furthermore, data exchanges for vehicle control (red arrows)
are inside the AGV and thus static inside the vehicle, while
data exchanges for cooperation and monitoring cannot be
handled by wired communication channels.

The spatial features (walls and distances) may block com-
munications. For instance, communications between belt and
AGYV in Figure 1, may be blocked by distance when the vehicle
is far from the production areas and especially when it is
behind the Data Center room. The design framework must
also detect these cases and find routing strategies to allow
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communications while still fulfilling their QoS requirements.
Section II-B addresses this issue.
The contributions of the paper are:

o Definition of a design flow for the industrial network
infrastructure;

« Hierarchical specification of the spatial properties of the
factory;

o Efficient deployment and routing based on spatial and
QoS constraints;

o Experimental validation on a real example.

The paper is organized as follows. Section II describes the
proposed design flow with focus on the routing algorithm
and on the hierarchical approach for the definition of spatial
requirements. Section III reports experimental results. Sec-
tion IV introduces previous literature on this topic and finally
Section V draws some conclusions.

II. AML-BASED DESIGN FLOW

The Automation Markup Language (AML) is a vendor-
independent XML-based data exchange format, developed
to unify all the multi-disciplinary designing tools used by
production line engineers [2]. AML also allows to model
network infrastructures [3] and thus it can provide a perfect
environment for this work. Figure 2 depicts the proposed
AML-based flow for the automatic synthesis of the industrial
communication network. Information about plant environment
and structure, application tasks and QoS of data exchanges
are obtained through the requirement elicitation phase and
written in the AML document. The designer should also
provide a catalog of available physical devices (e.g., models for
PLCs, sensors and actuators) and network architectures (e.g.,
Profinet, Ethernet, WiFi) together with their features. AML
should be extended to host this information as explained in
the next Section II-A. Network synthesis process takes all this
information and provides the optimal (e.g., w.rt. to cost) net-
work infrastructure with the placement of the physical devices
with task assignment and of the communication channels. In
particular a routing process is needed to concatenate basic
channels to improve reachability as described in Section II-B.

A. AML-based Specification for Network Synthesis

AML stores engineering information following the object-
oriented paradigm [4]. Figure 3 shows an example of AML-
based description of industrial communication systems accord-
ing to the approach specified in [3]. The plant structure de-
picted in the upper left corner can be expressed as an instance
hierarchy (IH) containing internal elements (IE) reported in
the lower left corner. They are instances of system objects
that can be specified by using system unit classes as shown
in the upper right corner. The semantics of these objects
can be specified by using role classes reported in the lower
right corner. Interfaces to interlink objects can be specified by
using interfaces classes. Data processing functionality (e.g.,
control and sensing) is captured by the LogicalDevice role
while the hosting hardware device (e.g., PLC or 10 Device)
is represented by the PhysicalDevice role. Similarly, the
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Fig. 3. AML-based description of a communication system.

data flow between logical devices (e.g., measurements) and the
corresponding hosting channel (e.g., Profinet) are represented
by LogicalConnection and PhysicalConnection
roles, respectively.

Figure 4 shows the extension of the AML description to
provide information for the network synthesis process. A new
role class named Zone is introduced to partition the 3D space
of the shop floor so that devices can be precisely placed and
communication-relevant information, such as walls and dis-
tances, can be specified. Zones cannot be partially overlapped
but one zone can be completely included into another zone.
The class Task specializes LogicalDevice to introduce
new attributes such as the computational requirements of the
application function, if it is mobile or not and the zone to
be placed. The class Node extends PhysicalDevice to
specify its computational power, cost, power consumption and
mobility. A node can host one or more tasks according to
the match between their corresponding attributes. The class
DataFlow extends LogicalConnection to specify the
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Fig. 4. Extension of AML description for the network synthesis.

QoS requirements for the data exchange (i.e., bitrate, max de-
lay, max error rate). The class AbstractChannel extends
PhysicalConnection to specify the QoS performance
provided by a complete protocol stack, its deployment cost
and the wired/wireless nature of its physical layer. An abstract
channel can host one or more dataflows according to the match
between their corresponding attributes. A new interface class
named Contiguity is defined to put two zones and an
abstract channel in relation. It has an attribute that modifies
the QoS of the given abstract channel according to the effect
of crossing the two given zones. It also has an attribute which
is relevant only for wired abstract channel to represent the
cabling cost. Contiguity relations are used during dataflow-to-
abstract channel allocation and ideally should be specified for
each zones pair by performing a site survey of the shop floor.
In Section II-C a methodology is introduced to save effort.

Starting from this formalization, network synthesis consists
in finding the solution of an optimization problem which de-
scribes the communication infrastructure in terms of mapping
of Tasks onto Nodes, their spatial displacement onto Zones,
and the Abstract Channels among them. A possible Mixed
Integer Linear Programming (MILP) implementation of this
process can be found at [S] even if this code is not able to
concatenate Abstract Channels to route dataflows that cannot
be allocated to a single Abstract Channel. With reference to
Figure 4, let us suppose that ZoneQ and Zonel are not directly
reachable and that the only alternative consists in routing
Measurements dataflow through Zone2 by concatenating a
WiFi channel to an Ethernet channel through an access point.
As far as we know, no previous work proposed to allocate the
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dataflow into this route automatically. The next Section II-B
describes a routing phase which we introduced before the
optimization phase to look for sequences of abstract channels
that allow to make two tasks reachable. Each sequence is
defined Virtual Abstract Channel (VAC) and represented by the
corresponding role class which extends AbstractChannel.
VACs are added to the list of abstract channels and used in
the optimization phase to allocate dataflows.

B. Routing

In the proposed routing phase, a graph is built by using
the entities stored in the AML document. Graph vertices
represent Zones while edges represent instances of Abstract
Channels whose QoS is determined by the Contiguity relation
between the two zones. The routing process is activated for
each dataflow that cannot be hosted by an instance of a single
abstract channel. The process starts from the source zone of
the dataflow, and performs the following steps:

1) For each contiguous zone (i.e., adjacent vertex) it gathers
all the compatible channels which can be used to reach
that zone. Characteristics of the channel and existing con-
tiguity relations determine if the channel is compatible.
More precisely, a channel is compatible if:

a) it has the QoS performance (i.e., bandwidth, delay and
error rate) which matches with the dataflow require-
ments. Its error rate must be lower than the maximum
allowed one. Its delay, summed with the delays intro-
duced by previously selected channels, must be lower
than the maximum allowed one;

b) the current zone is the initial one, and the source
task of the dataflow has the mobile attribute, then the
channel should be wireless;

c) the next zone is the final one, and the target task of
the dataflow has the mobile attribute, then the channel
should be wireless.

2) Once the algorithm has gathered all the suitable edges, it
recursively moves to the zones specified by the edges.

3) It updates the accumulated economic cost, delay, and
energy consumption, based on the selected channel.

4) Reached the new zone, following the selected edge, the
algorithm repeats Point 1). The algorithm stops if, from
the current zone, there are no viable routes to contiguous
ones, or if it reaches the destination. In the latter case,
the algorithm stores the solution as a new VAC.

The routing algorithm aims to find all the viable VACs for
each dataflow and, for each VAC, to compute its overall QoS
and cost by considering the list of component channels and
the introduction of intermediate systems. This information is
used in the subsequent optimization phase to find the best path
based on the optimization metric.

C. Hierarchical Spatial Specification

From the AML description a set of trees is obtained by
defining that a zone is a parent of all contained zones. Figure 5
shows this set for the case study. The main areas of the shop
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Fig. 5. The hierarchy of zones of the case study for a given abstract channel.

floor are described by five top-level zones. Each production
area is divided to specify the position of machines and belts.
Belts’ space is further divided to indicate that belt tasks
should be kept separated. For a given type of abstract channel,
contiguity relations are denoted by dashed red edges.

Contiguity relations between zones are needed to check
the capability of a given abstract channel to host a dataflow
between tasks placed in those zones. Ideally, the designer
should specify contiguity relations between all zone pairs
with an effort that is quadratic with respect to the number
of zones. However the hierarchical arrangements of zones and
the procedure described by Algorithm 1 allow reducing the
number of contiguity relations to be specified manually. This
algorithm is based on the following assumptions:

« contiguity information is always specified between top-
level zones;

« contiguity information is propagated from each parent to
its children in the hierarchy;

« a more refined contiguity information can be specified be-
tween any two zones if available and, in this case, parent’s
information is overwritten by this refined information.

If the AML description specifies the contiguity information
for the given zones pair and channel, the algorithm returns
it; otherwise, it follows parent links until it reaches the
two root zones or a common parent (i.e., provided by the
CommonParent function). In the latter case contiguity is not
considered. The ExistsContiguity function checks whether a
contiguity relation has been specified between the given pair
of zones by using the given channel. The GetDepth function
returns the number of edges from the root zone to the given
zone. In the beginning, the min_distance is set to the worst
case, which is the sum of the depths of the two nodes plus
one.

ITII. EXPERIMENTAL VALIDATION

For the optimization we used Gurobi 8.1.0 with a
Python 3.6.6 front-end extended from the network synthesis
code available at [5]. Execution has been performed on a 64-bit
Windows 10 machine featuring an Intel(R) Core(TM) i7-7500
U CPU @ 2.70GHz and 8 GB memory.
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Input: z7: First zone, z2: Second zone, ch: Channel
Result: Contiguity between z/ and z/ with ch

1 if ExistsContiguity(zl, z2, ch) then

2 return GetContiguity(zl, z2, ch),

3 min_distance = GetDepth(z1) + GetDepth(z2) + 1;
4 common = CommonParent(z1, z2);

5 itl = z1, levell = 0;

6 do

7 it2 = z2, level2 = 0;

8 do

9 if ExistsContiguity(itl, it2, ch) then

10 if levell + level2 < min_distance then
11 contiguity = GetContiguity(itl, it2, ch);
12 min_distance = levell + level2;

13 if it2 == common then break ;

14 it2 = GetParent(it2), level2 = level2 + 1;

15 while not IsRoot(it2),

16 if it/ == common then break ;

p—
]

itl = GetParent(itl), levell = levell + 1;
while not IsRoot(itl);
return contiguity;

o
e

Algorithm 1: Procedure to find contiguity information be-
tween two zones for a given abstract channel.

A. Validation of the Overall Flow

We applied the design flow to the case study presented
in Figure 1 assuming the availability of the set of network
types and physical devices reported in Table I. The case
study has a total of 20 zones, 30 explicitly specified conti-
guity relations (instead of 190 as explained in Section II-C),
47 tasks, and 43 dataflows. In the resulting infrastructure, all
the control dataflows (i.e., red arrows in Figure 1) have been
placed into Profinet channels, which are the only ones that
satisfy their delay requirements. The four dataflows between
the AGV and the IT network cannot be directly placed inside
a single channel because the corresponding zones are not
directly reachable each other. Therefore the routing algorithm
generated four virtual abstract channels by combining a WiFi
segment and an Ethernet segment with an access point in
the middle. The routing algorithm spent on average 7.73 s

TABLE I
NETWORK TYPES AND PHYSICAL DEVICES FOR THE CASE STUDY

Name  cost ($) size (kb/s) power (W) delay (ms) error (%) wireless
WiFi 75 10 20 100 3 true
Ethernet 25 100 10 10 1 false
Profinet 100 100 10 1 1 false
Name cost ($) size (MB) power (W) mobile

SoC 5 32 5 false

MPSoC 22 64 8 true

Mini-PC 98 128 12 true

Server 1000 1000 100 false
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Fig. 6. The scenario used to test routing performance.

and 19.90 MB memory to compute the route for each of
the four dataflows, with a total execution time of 29.60 s.
The optimization step spent 148.67 s with a maximum peak
of occupied memory of 81.38 MB. All the other non-critical
flows have been placed into Ethernet channels to satisfy the
best trade-off between cost and performance. Monitoring,
sensing, actuation, and cooperation tasks have been placed
inside SoC components, while the control tasks have been
placed inside server-type nodes usually employed to build
PLCs.

B. Validation of the Routing Algorithm

The validation of the routing algorithm is performed on a
specific scenario (shown in Figure 6) to easily generate a large
number of test configurations. There are d dataflows (denoted
by cyan arrows) between source zone Z, and destination zone
Zq. Since Zs and Z,; are not directly reachable, routing is
required through the sequence of n zones whose contiguity
relations are arranged such that there are five abstract channels
(denoted by red links) available between Z; and Z;, between
Z; and Z;,1, and between Z, and Z;. The plot in Figure 7
reports the execution time on a logarithmic scale as a function
of n and d. The number of zones is denoted by the colors
while the number of dataflows is reported in the x axis. The
plot shows that the time increases linearly w.rz. the number
of dataflows and exponentially w.r.z. the number of interme-
diate zones. This behavior is compatible with the theory of
combinatorial optimization showing that the implementation
is efficient.

IV. STATE OF THE ART

The IETF NETCONF Data Modelling Language Workgroup
extended YANG language to model network topologies [6].
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Fig. 7. Execution time of the routing algorithm as a function of the number
of zones and dataflows.
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It focuses only on the network, while we also address task-
device allocation and device placement. Model-Driven Net-
working (MDN) [7] can be used to generate software-defined
networks given a proper model created by using the Domain-
Specific Modelling Language (DSML). A AML extension for
network security has been also proposed [8]. It allows detailed
modeling of each ISO/OSI layer of the communication infras-
tructure for validation purpose but it does not annotate AML
with application requirements related to task placement and
communication QoS for design purpose.

Many research works addressed network design. In [9],
network topology and high-level functionality are used to
configure the virtual architecture of Wireless Sensor Net-
workss (WSNs). However, this work is mainly focused on
the application part of the system rather than on commu-
nication aspects. In [10] task graphs, HW/SW partitioning
and task scheduling are used to design networked embedded
systems. However it does not consider that scheduling could be
optimized if communication aspects were considered earlier.
In [11], the application is designed at a high level and then
mapped onto a set of possible actual candidates for the nodes.
However, no guideline is provided for selecting an appropriate
network architecture and communication protocol. Scope-
based techniques have been proposed in macro-programming
to specify complex interactions between heterogeneous nodes
of a WSN [12]. However, nodes number and network topology
are an input rather than a result, as in the proposed approach.
In [13] a tool for the synthesis of building automation networks
is proposed but protocol choice is not addressed. Vice versa
the work in [14] also considers this aspect. The affinity of that
work with the problem we want to solve and the availability of
the optimization code [5] make this approach very interesting
for us even if it does not take into account routing.

A synthesis process for the routing of physical wires inside
an automotive system is proposed in [15]. Xu et al. [16]
propose a MILP formulation that comprises four specific
groups of constraints: devices placement, link activation for
routing, connections scheduling, and communication QoS.
Their formulation is limited to ZigBee architecture while our
approach is architecture-independent. In [17] a routing-aware
tool for the optimal design of WSNs for building automation
has been proposed. Routing is also addressed in the so-called
Virtual Network Embedding Problem [18].

V. CONCLUSIONS

We presented a complete flow for the design of industrial
communication networks which is based on AML standard and
linear programming. We /) extended AML to document appli-
cation requirements related to task placement and communi-
cation QoS, 2) developed a routing algorithm to automatically
aggregate sub-networks to obtain complete and QoS-aware
reachability between tasks, and 3) created an algorithm to
handle spatial requirements in a hierarchical way. Experiments
show that network technologies are allocated in a cost- and
requirement-based way, e.g., Profinet is used for real-time
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control flows, WiFi for vehicle communications and Ether-
net for all other data flows. Furthermore, the computational
complexity of the approach is acceptable.
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