
 

Fig. 1. Basic double sampling architecure 
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Abstract— The double sampling paradigm is an efficient 
method to protect the circuits against soft-errors. But the data 
that are going out of the area protected by double sampling are 
still vulnerable. In this paper we proposed an architectural 
solution that uses three latches to remove those constraints and 
protect the area outside the double sampling domain without 
adding a buffer stage.  
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I. INTRODUCTION  
Aggressive technology scaling has dramatic impact on the 

reliability of circuits produced in nanometric fabrication. 
Several solutions were already proposed to detect and/or mask 
the errors in operating circuits. Those based on hardware 
redundancy must make a tradeoff between the fault coverage, 
the hardware overhead, and the speed penalty [1]-[2]. Current 
sensors can detect single event transients (SETs), but will 
induce a lot of false positives depending of their sensitivities 
[3]. Some sensors that controls the characteristics of the 
transistors and circuits mimicking the critical paths of logic 
circuits are used to detect the degradation of a circuit to 
regulate its operating frequency and power consumption [4]-
[5]. However, they cannot detect errors due to radiations and 
electromagnetic interferences.  

An alternative approach to detect the errors uses double 
sampling design paradigm [6], which addresses all the failures 
at low area and power consumption penalties. The double 
sampling (DS) approach adds to the main flip-flop a redundant 
sampling element (latch or flip-flop), which stores the same 
data at a different time. The error is detected by comparing the 
two sampling elements (SEs). A major issue concerns the 
vulnerability of data that go out of the part of the circuit 
protected by DS (DS area) and reach another part of the circuit 
called outside DS area (ODS area), like memories, registers file 
or parts protected by triple modular redundancy (TMR). This 
may allow an error from the last DS area stage to contaminate 
the ODS area. To eliminate this vulnerability without having 
additional constraints on the datapaths, the most common 
solution adds a buffer stage between the DS area and the ODS 
area of the circuit [7]-[8]. Thus, when an error is detected in the 
DS part, this stage will prevent further propagation of 

corrupted data in the circuit. However, this buffer stage, as well 
as the connected logic at the inputs and outputs, must also be 
protected using the TMR approach which considerably 
increases the hardware overhead. Another solution uses the 
error signal to avoid any contamination of the ODS area by 
erroneous data of the DS area. But implementing such a 
solution without any additional buffer stage requires additional 
implementation constraints. The architecture presented in [9] 
reduces those constraints, without removing them. 

The main contribution of this paper is an architecture that 
enables the connection of the DS area to the ODS area without 
any buffer stage or additional implementation constraint. 
Section 2 present the basis of the DS paradigm, section 3 
explains the issue due to the data that go out of the DS area, 
presents the related works and the proposed solution, and 
section 4 shows its implementation on the LEON3 processor. 

II. BASIC DOUBLE SAMPLING ARCHITECTURES 
Most of the DS architectures could be represented as in  

Fig. 1. The result of a combinational logic bloc (COMB) is 
stored in a Main Sampling Element (MSE). The same result is 
also stored in a Redundant Sampling Element (RSE) at a 
different time. Thus, those two SEs store the same signal when 
no error occurs. The outputs of MSE and RSE are then 
compared (Comp) to generate an alarm signal in case they have 
not stored the same bit. In Fig. 1 a single pair (MSE, RSE) is 
displayed for the sake of simplicity. Actually the comparator 
must check the bits of a set of pairs (MSE, RSE). The resulting 
error signal is stored in an Error Sampling Element (ESE). 
Depending of the implementation, each SE can be a flip-flop or 
a latch [6]. Moreover, RSE and ESE use clock signals that are 
delayed compared to the main clock signal CLKm used by 
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   Fig. 2. DS area to ODS area, straightforward implementation 

MSE (CLKr = CLKm +  and CLKe = CLKm +  + ’). In the 
following, Tm,s, Tr,s and Te,s are respectively the setup time of 
MSE, RSE and ESE. Also, Tm,h, Tr,h, and Te,h stand for the 
hold time of MSE, RSE and ESE. 

A. Implementation to detect short duration SETs  
The basic implementation of the DS is suitable to detect 

short duration SETs [6]. In this scheme MSE and ESE are two 
flip-flops, and RSE can be a latch or a flip-flop. The results are 
stored in MSE first, and next in RSE. To work properly the 
implementation must respect the constraints (1) and (2).  

Dmin >  + Tr,h

' > Dcomp + Te,s

Dmin stands for the delay of the shortest path protected by DS 
in the design, and Dcomp is the largest path of the Comp 
circuit. To not generate delayed clock signals, MSE and ESE 
can sample data on the rising edge of CLKm, and RSE can use 
the falling edge of CLKm. Thus, we consider in the following 
that for this implementation  = Tu and ’ = Td, where Tu and 
Td are respectively the duration of the high level and the low 
level of the clock signal. A drawback of this architecture is the 
constraint on the Dmin parameter that may lead to add a lot of 
delay elements that increase the hardware and the power 
consumption of the circuit. However, reducing the parameter 
Tu ( ) will also reduce the duration of the SETs that can be 
detected. A SET is not detectable if the transient pulse 
contaminates both MSE and RSE during the same clock cycle. 
Thus, the minimal duration Dset of an undetectable SET is:  

Dset > Tu  Tr,s  Tm,h

Also, a SBU can affect a MSE without being detected. It 
happens when the SBU occurs soon enough to be propagated 
to the next MSE, but late enough so that the error signal cannot 
reach the ESE in time. However, the DS area is protected 
against all SBUs [6] if:  

Dmin > Dcomp + Tm,h + Te,s

Another implementation is presented in [8] that handle 
datapath metastability. In this solution, MSE is a latch, RSE is 
a flip-flop, and ESE is a pair (MSE, RSE) as it is also protected 
by DS. RSE samples the signal on the rising edge of CLKm. 
MSE is locked during the low level of CLKm. However, the 
implementation constraints are barely changed as Dmin is also 
constrained by the parameter Tu like in (1). 

B. Configuration to detect long duration SETs  
The same architecture but with another configuration could 

be used to detect SETs with large current pulse that can be 
encountered in space application [6]. For doing so, the result of 
COMB is stored in the RSE first, and next in the MSE. The 
error signal is generated during the next clock cycle. In this 

case, RSE and ESE use the falling edge of CLKm (  = Tu and         
’ = Tu + Td). Unlike the previous configuration, this scheme 

does not add any constraint on the Dmin parameter to work 
properly. On the other hand, the operating frequency might be 
reduced, as the Tu parameter should be greater than the delay 
of the critical path of the DS area. In this scheme, the minimal 
duration of an undetectable SET is given by:  

Dset > Td  Tr,h  Tm,s

As Dmin is not constrained any more, the duration of the 
detectable SET can be regulated using the Td parameter. 
Moreover, the circuit is protected against all SBUs if:  

Dmin > Dcomp + Tr,h + Te,s

III. GOING OUT OF THE DS DOMAIN 
DS cannot protect the whole design. The solution is not 

suitable for some modules (RAM, register file) and, some parts 
of the design may store critical data (for instruction replay…) 
for which it is worth to use a more costly solution (like TMR). 
Fig. 2 displays a datapath from the DS area to the ODS area. 
ODS-SE can be either the first pipeline stage of the ODS area, 
a RAM or a register file. The write enable (wren) of the first 
SE belonging to the ODS area is controlled by the ESE to 
avoid any contamination of the ODS area by corrupted data of 
the DS area. In this path COMB is not protected anymore by 
DS, and should be protected by another solution as well as the 
ODS-SE. But, using the output of ESE as the input of wren has 
consequences on the protection of ODS-SE against the SEUs 
coming from the DS part. Actually there is an opportunity for a 
SBU in the DS area to contaminate the ODS area. This is due 
to the gap between the clock signal CLKo of ODS-SE and 
CLKe. To detect each SBU, the timing constraints for both 
configurations (short and long SET detections) (4) and (6) 
should be increased by  = CLKo  CLKe. This new constraint 
is mandatory for all paths going outside the DS area.  

A. Related work 
 This issue could be resolved by allowing the first stage of 
the ODS area to be contaminated by an error that comes from 
the DS area [7]-[8]. In this case, the data that go outside the DS 
area are stored first in an intermediate sampling element (ISE). 
When an error coming from the DS area is stored in ISE, the 
error signal will be stored in ESE during the same clock cycle. 
Thus, the ESE will be able to deactivate the write enable of the 
ODS-SE stage, preventing the error to be propagated during 
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   Fig. 4. Proposed ISE with 3 latches 

 

   Fig. 3. Ideal ISE paradigm 

 

   Fig. 5. Simplified ISE for bus access 

the next cycle. Moreover, if ESE and ISE sample their signal at 
the same time, there is no additional constraint on the datapath 
(  = 0). To be worth, this solution should consider that the ISE 
and the combinatory functions connected at its input and output 
must be protected against the SETs and SBUs. Thus, 
implementing this stage requires either: to add a pipeline stage 
protected by TMR; to replace the last stage that could have 
been protected by DS by a stage protected by TMR. This 
increases the cost of the DS implementation in both cases. 
Moreover, the buffer stage protected by TMR cannot be used 
to preserve some critical data, as it can be contaminated by an 
error from the DS area. To reduce the hardware overhead, [7]-
[8] consider only the timing faults. Therefore, the protection of 
the path C1 and C2 is ensured by adding a margin on the delay 
constraints. Some other solutions in the context of the DS that 
prevent erroneous data to go further use a Muller c-element. It 
propagates a bit stored in a pair (MSE, RSE) only if its two 
inputs are identical [10]-[11]. A weak-keeper preserves the 
previous state of its output in case the bit is not transmitted. 
The code word state preserving (CWSP) gates [12] are based 
on the same idea. For each bit the last gate of a logical function 
protected by DMR propagates the result only if both inputs are 
equal. But all those solutions ([10]-[12]) also require the 
presence of an ESE. Actually, a set of pairs (c-element, weak-
keeper) controls bit per bit the propagation of data. Thus, it 
may lead to write data in the ODS area that contain some bits 
that actually belong to the previous data. As a consequence, the 
result will not be correct. There are also solutions that mask the 
errors using three flip-flops that sample the same data at three 
different times [13]. But to guarantee that it will have the same 
SEUs detection capacity as the DS the timing constraints must 
be doubled. Another solution in [14] uses an additional flip-
flop that preserves the last correct state of a flip-flop protected 
by DS. It allows the circuit or a part of the circuit to restart 
from its last correct state after an error was detected. However, 
this solution at least requires all the flip-flops of the last stage 
of the DS area to be tripled.  

To avoid any contamination, the first stage of the ODS area 
must use an ISE that is not a simple flip-flop. The ideal ISE is a 
master-slave flip-flop (Fig. 3). The first latch ISE1 is locked 
when CLKi reaches its high level. The write in the latch ISE2 
(when the CLKi signal is up) is controlled by the ESE. 
However, this solution does not completely remove the 
additional timing constraint By definition, to guarantee 

, ISE1 and ESE shall sample their signals at the same 
time. But then, the ESE output may not be fast enough to avoid 
the write operation in ISE2. An example of such a situation can 
be found in [9]. In this case, CLKe = CLMm ( ). To be 
able to lock ISE2 before its contamination, the flip-flop ESE is 
replaced by a latch that locks the signal at the same time as 
ISE1. If the error signal reach the ESE soon enough, the error 

signal will go through the latch ESE, and the latch ISE2 will be 
locked. However, this requires that the error signal reaches the 
latch ESE with a margin before the next rising edge of the 
clock so that it could lock ISE2 in time. If it does not, the error 
will be detected, but ISE2 may be contaminated by an error 
latched in ISE1.  

B. Proposed solution 
The Fig. 4 shows the proposed implementation for the first 

stage of the ODS area (the ISE). It uses three latches ISE1, 
ISE2 and ISE3. This solution enables the first stage of the ODS 
area to be protected against the errors from the DS part without 
adding a buffer stage. It preserves the last correct state of the 
ISE and removes the additional timing constraint  Moreover 
this solution can be used with both short and long SETs 
detection configurations. When ISE1 and ISE3 are transparent, 
ISE2 is locked and vice versa. Because we should enforce 

 ISE1 is locked during the high level of the clock for the 
short SETs detection configuration, and during the low level of 
the clock for the long SETs detection configuration. ISE3 
preserves the last correct state, and reinjects it in ISE2 when 
the error signal from ESE is active. As the output of ISE can be 
reinjected in the DS area, the output of ISE shall be available 
on the same rising edge than MSE. As a consequence, the 
outputs Out1 and Out2 are respectively used with the short 
SETs detection configuration and the large SETs detection 
configuration. Also, the output of ISE1 can be directly 
connected to a memory input (RAM access) if it is allowed by 
the timing constraints. The write enable of the memory should 
also be controlled by the ESE. Thus, it avoids implementing 
ISE2 and ISE3. When ISE is connected to a bus, it is not 
always necessary to transmit the correct data if the instruction 
replay ensures that the same data will be written during the re-
execution process. In this case, it is sufficient to write neutral 
data (reset) into the bus (Fig. 5). 

IV. CASE STUDY 
The double sampling configured for the large SETs 

detection has been implemented on the integer unit IU3 of the 
processor LEON3 [15] along with instruction replay. The 
modified IU3 has nine pipeline stages that could be divided in 
two parts (Fig. 6). The original seven pipeline stages with some 
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 Fig. 6. Modified IU3 

minor modifications perform nearly the same operations as the 
seven original one. It is protected by DS to detect an error 
occurrence (DS area). Two additional buffers stages preserve 
the data required to start the instruction replay in case an error 
is detected. They are protected by TMR (ODS area). When an 
error is detected, the alarm signal will trigger the flush of the 
pipeline stages of the DS area the cycle after the alarm 
occurrence. Also, it will lock immediately the two stages of the 
ODS area as soon as the alarm appears. Thus, it avoids an error 
to be propagated in those two stages. The first stage of the 
instruction replay save area is implemented with a three latches 
ISE (ISE (3-L)) to protect it against the errors coming from the 
DS area. The second stage of the save area only contains 
classic flip-flops (ODS-SE). The first stage prevents the 
register file to be modified in case a multicycles instruction is 
annulated and re-executed. The data cache and the bus access, 
as well as the read ports of the register file, are protected by a 
single latch ISE (ISE (1-L)) as in Fig. 5.  

The RTL design has been generated with the 28nm FDSOI 
technology of STmicroelectronics. The DS implementation 
with the basic timing constraints (6) leads to a hardware 
overhead of 100%. 70% of the overhead is due to the added 
buffer required to respect the timing constraints. The 
implementation of the solution proposed in [9] requires more 
additional buffers to remove the opportunity window. 
Considering that the circuit is configured to detect transient 
pulses of 0.5 ns, those solutions increase the hardware 
overhead of the DS implementation by 10% and the power 
consumption by 7%. On the other hand, our solution leads to 
3% of hardware overhead and increase the power consumption 
by 8%. The global implementation (DS+ ISE+ instruction 
replay) increases the hardware of the original iu3 by 170% and 
the power consumption by 48%. If a contaminable buffer stage 
protected by TMR were implemented instead of our ISE, the 
area and power consumption overhead would be equivalent to 
the TMR. Compare to those solutions, we manage to reduce 

the hardware and the power consumption by respectively 10% 
and 22%. 

V. CONCLUSION 
Double sampling is an efficient way to protect a circuit. But 

the signals that go out of the area protected by double sampling 
are vulnerable, and the solutions that use a buffer stage are 
costly. To reduce the cost and prevent any erroneous data to be 
written in the first stage which is not protected by double 
sampling, a solution using three latches has been proposed. We 
implemented the proposed solution on the integer unit of the 
LEON3 processor. 
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