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Abstract—The Internet of Things (IoT) is envisaged to consist
of billions of connected devices coupled with sensors which
generate huge volumes of data enabling control-and-command
in this paradigm. However, integrity of this data is of utmost
concern, and is promisingly addressed leveraging the inherent
unreliability of Physically Unclonable Functions (PUFs) w.r.t.
ambient parameter variations, using the concept of Virtual Proofs
(VPs). Advantage of these protocols is that they do not use
explicit keys and aim at proving the authenticity of the sensor.
Since the existing PUF-based protocols do not use the sensor
data as a part of challenge (i.e. input) to PUFs, there is no
guarantee of uniqueness of PUF’s challenge-response behavior
over multiple levels of ambient parameters. Few of these protocols
needs to sequential search in the challenge-response database. To
alleviate these issues, we develop a new class of authenticated
sensing protocols where the sensor data is combined with the
external challenge by utilizing the Strict Avalanche Criterion
of the PUF. We validate the proposed protocol through actual
experiments on FPGA using Double Arbiter PUFs (DAPUFs),
which are implemented with superior uniformity, uniqueness,
and reliability on Xilinx Artix-7 FPGAs. According to the FPGA-
based validation, the proposed protocol with DAPUF can be
effectively used to authenticate wide variations of temperature
from —20°C to 80°C.

Index Terms—Authenticated Sensing, double arbiter PUFs,
FPGA, physically unclonable functions (PUFs), reliability, trust-
worthy proofs, virtual proofs (VPs).

[. INTRODUCTION

The ubiquitous sensing-communicating-actuating network
of wireless sensors has brought several security threats in the
Internet of Things (IoTs) due to resource constraints and in-
adequate lightweight security protocols. Hence, the validation
of authenticity of data collected from wireless sensors has
become a primary concern. Physically unclonable Functions
(PUFs) [1] have been witnessed as a promising unconventional
hardware security primitive and appeared to act as a root-of-
trust for resource constrained devices. One of the desirable
properties of a PUF circuit is reliability which implies that
a particular PUF instance should generate same response
repeatedly to a given challenge. However, it can be influenced
by different environmental factors. Recent works [2]-[9] have
exploited the unreliability property to validate the integrity of
the sensor data. Specifically, Rithrmair et al. [3] proposed an
authentication technique called VP of reality, and Gao et al.
[9] proposed an authenticated sensing protocol utilizing the
PUF unreliability originated from its sensitivity to ambient
parameter variations. The major advantage of these proto-
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cols is that they alleviate the use of secret keys. However,
these protocols have the following issues: no guarantee of
uniquenees for responses over multiple intervals of ambient
parameters, storage space overhead at the verifier side, and
sequential search in database. In this work, we propose a new
authenticated temperature sensing protocol which mitigates
these issues. In addition, we have validated the feasibility
of proposed protocol on FPGA using Double Arbiter PUF
(DAPUF) [10].

The rest of the paper is organized as follows. Background
and related works are introduced in Section II. In Section III,
we propose the new authenticated sensing protocol. The trust-
worthiness proof against forgery has been discussed in Sec-
tion IV. The experimental result is reported in Section V. We
conclude our work and discuss the future research directions
in Section VL

II. BACKGROUND

In this section, we briefly explain the two protocols of virtual
proofs and their shortcomings. Note that we use the notation
[a,b] to denote a set of numbers {a,a+ 1,...,b— 1,b} and
a <b.

A. Protocol for Virtual Proof of Temperature [3]

Let t1,...,tx be k distinct discrete-temperature levels
which span over the temperature range Rp. This protocol con-
sists of two phases: Setup Phase and Authentication Phase. In
Setup Phase, for each temperature level ¢; € {t1,...,t}, the
verifier randomly generates a set of m challenges {CJZ Yiem,m]
and evaluates the PUF to build the corresponding response
set {R; } je[1,m]- The verifier securely stores these information
in a database L = {(C}, R}, t;)}ic(1,k,je[1,m]> and deploys
the PUF in the field. In Authentication Phase, the prover
(having a temperature sensor) senses the current temperature
T and send it to the verifier. Upon receiving 7', and the
verifier finds the near by temperature level ¢ € {t1,... 15}
for temperature 7'. The verifier randomly selects a set of n
elements V' = {(Cy, R, t;)}icp1,n) from L where t; = t,
and sends the challenges {C}};c[1,,) to the prover. The prover
evaluates the PUF with challenges in {Cj};c1,,,)> and sends
the corresponding responses { R };c[1 ) to the verifier. The
verifier compares { R} }ic[1,,) With the stored {R;}ic[1,n) in
element-by-element fashion. If all values match, it accepts the
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VP and updates the database as L = L \ V. Otherwise, it
rejects.

Shortcomings. The temperature levels are defined indepen-
dent of the PUF challenge-response behaviors. There might
be a case where the PUF behaviors are similar for two distict
temperature levels. Thus, there is no guarantee of uniqueness
of challenge-response behaviors over multiple temperature
intervals.

B. Protocol for Virtual Proof of Voltage [9]

This protocol consists of two phases: Enrolment and Au-
thentication. In Enrolment Phase, the verifier selects p discrete
voltage levels Q1,...,Q, to cover the voltage range Ry .
For each applied challenge C;, the response is evaluated as
RZQJ'= Fpur(Ci, Qj), which is actually the response of PUF
to challenge C; at voltage ();. The verifier securely stores
the measured CRP in the database L. Then, the PUF-enabled
device is deployed in field. Next, in Authentication Phase, the
verifier sends a challenge C' to the prover, and the PUF is
evaluated with the challenge C' at some unknown voltage .,
and the response R% is sent back to the verifier. The verifier
compares R with each recorded response R%,j € [1,p]
for a match. If there is a match (i.e. if R% = R®u), the
voltage at the prover end is inferred to be @);.

Shortcomings. If the CRPs for each voltage level are not
unique, then even a successful authentication might infer a
wrong voltage level. This can happen when the first match for
the received response is detected, the corresponding voltage
is immediately declared to be the voltage level of prover.
Other disadvantage is that the verifier needs to search the CRP
database sequentially, and hence, it increases the authentica-
tion time.

III. PROPOSED AUTHENTICATED SENSING PROTOCOL

In this section, we propose an architecture of the prover
consisting of a PUF instance and a new authenticated sensing
protocol for virtual proof.

A. System Model

Figure 1 depicts the architectural overview of the prover
setup. Although we use this setup for temperature sensing
applications; however, it is generic enough to be adapted to
establish the authenticity of other types of sensors (cf. Sensor
in Figure 1). The setting assumed is that in certain intervals of
time the prover senses the temperature through a sensor and
sends it to the verifier. Before accepting the sensor data, the
verifier checks the authenticity of the data. Thus, the system
does not require the VP for every value, rather for a range of
temperature changes. Unlike the previous protocols, we use
temperature intervels instead of some discrete values of the
ambient factors. The partition of a given temperature range
can be performed by observing the changes in challenge-
response behavior of the PUF (cf. PUF in Figure 1). All
discrete-temperature values should be part of the same interval
if there is no (significant) change in PUF behavior for these
temperature values with respect to a given challenge set.
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Fig. 1. Architectural overview of Prover’s setting.

Then, these intervals are encoded into m-bit binary strings
(cf. Encoder in Figure 1). Let us assume that the prover
uses a PUF with (m + n)-bit challenge. In our protocol, for
a given temperature interval 7, the challenges are generated
by combining an m-bit external challenge (sent by verifier)
and an n-bit encoded value of T'. Note that the definition of
combining function relies on the Strict Avalanche Criterion
(SAC) of the used PUF instance. In case of the DAPUF, we
use Append (cf. Figure 1) function which appends encoded
T to the external challenge to generate the challenge for the
PUF instance.

Note that the communication between verifier and prover
are encrypted (using Crypto Module) to prevent the adversary
from eavesdroping the CRPs. Thus, our system is secure
against man-in-the-middle attacks, and to prevent replay at-
tack, verifier does not reuse the CRPs for multiple authen-
tications. The following question may arise in the readers’
mind: if the cryptographic module is used, what is the need
of virtual proof? The reason is that some times the sensor
might be damaged by environmental factors or modified by
the adversary, and always produces wrong data. Using our
protocol (to be discussed in section III-B), we can detect
this kind of scenarios, but this is not possible by using only
encrypted communication.

B. Authenticated Sensing Protocol

Figure 2 summarizes the steps of the proposed authenticated
sensing protocol. The protocol consists of two steps: Setup and
Virtual Proof. Now, we explian these steps in details.

Let us assume that the range of temperature in which the
system works is from —20°C' to 80°C. First, the range of
temperature is partitioned into disjoint intervals as 7} =
{t,QQ, 137197 e 7ta}, T2 = {ta+1, ta+2, ceey tb}, N ,TK =
{tzytzs1,.-.,t79,ts0}. The number of intervals and the size
of each interval rely on the PUF challenge-response behavior
in a certain range of temperature. In our protocol, each of
these intervals is encoded in n-bit binary value, for example:
Ty : 0...000, Ty 0...001,...,Tk 1...111. This
encoding along with specification of each interval would be
stored in both the verifier and prover ends, and this information
can also be kept in public.

1) Setup: For each temperature interval 73,7 € [1, K], the
verifier randomly selects [ bit-string of size m-bit, and to
generate (m + n)-bit challenges for the PUF, these bit-strings
are appended with the n-bit encoded value of T;. Next, the
verifier collects the responses to these challenges by evaluating
the PUF instance for temperature interval 7;. So, the verifier
maintains a CRP database L = {(C}, R}, Ti) }iep1, k], jefny-
The space complexity of the CRP database L is O(K xlx(m+
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(Both prover and verifier have access to the temperature interval encoding.)

Prover

1.Senses the temp t;.

2.Checks the range in

which the temperature belongs. <T>

For the particular T, a CRP
<C>

< C,R> is selected from the database.
if R =R/, tj is accepted.

3.Calculates R = PUF(C||T)

<R/, tj>

Fig. 2. The proposed trustworthy virtual proof protocol. All < message >
are sent to the insecure communication network after encryption.

n+r)), where r is the length of each response in bits. Now,
the prover device can be deployed in an insecure network.

2) Virtual Proof: During the virtual proof, the following
steps are executed in the verifier and prover sides:

1) When the prover node wants to send some sensed temper-
ature data t; to the verifier, it first finds out the interval
in which the temperature falls, and send encoded n-bit
value of T' to the verifier.

2) The verifier then randomly chooses a challenge C' of
m-bit from the database for that particular temperature
interval, and sends the challenge to the prover.

3) The prover appends the encoded value of 7" to C, and
applies (m + n)-bit challenge to the PUF to get the
response R’. The prover sends the actual sensed data ¢;
and R’ to the verifier after encryption.

4) The verifier checks for a match between the stored re-
sponse R and received response R’. If the match happens,
then it accepts the sensed data. Otherwise, it rejects it.

The major advantages of the proposed protocol are as
follows. The verifier can use the same set of m-bit external
challenges for different temperature intervals as the appended
n-bit encoded temperature values ensures the unique responses
for each interval. Other advantage is that the proposed VP of
temperature does not solely depend on the unreliability of the
PUF, it also depends on the sensor data which ensures the
uniqueness of responses for a given temperature interval.

IV. TRUSTWORTHINESS OF THE VP AGAINST FORGERY

Now, we discuss the adversary model and security analysis
of the proposed protocol.

A. Adversarial Model

We assume the adversary can have access to the commu-
nication channel and can tamper the channel with malicious
data. But she can not control the environmental changes in
the system. The purpose of the adversary is to authenticate a
temperature value to the verifier on behalf of the legitimate
nodes, without possession of the PUF instance so that it can
set an undesirable effect on the system.

B. Security Analysis

In our analysis, we discuss the security of the authentication
proof of sensor data w.r.t. four types of forgery attacks:
Existential Forgery, Selective forgery, Universal Forgery and
Total Break.
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1) Existential forgery: Let us assume that the adversary
has observed m data/proof pairs. Existential forgery is the
creation of at least one data/proof pair (¢;, R}) where R, was
not produced by the legitimate prover before, i.e. i ¢ [1,n].
The VP is said to be trustworthy against this type of attacks
if the responses of the PUF instances are: (a) unigue to the
temperatual interval, (b) uniform, i.e., the distributions of 0’s
and 1’s are uniform, and (¢) uncorrelated, i.e., there should be
no correlation among the response bits of the PUF instance.
Otherwise, the adversary can create a VP with non-negligible
probability of success just by majority voting over the response
set.

2) Selective forgery: Selective forgery is the creation of
a data/proof pair where the data and the challenge have
been chosen by the attacker prior to the attack. The virtual
proof is said to be trustworthy against this type of attacks if
the responses of the PUF instances satisfy Strict Avalanche
Criterion (SAC) property [11]. An x-bit input, 1-bit output
Boolean function f : {0,1}* — {0,1} is said to satisfy
SAC property, if the output of the function f complements
with probability of one-half, whenever a single bit of the
input is complemented. If a PUF design does not satisfy the
SAC property for all challenge bit positions, the adversary
can cleverly derive the challenge-data pairs from the available
information with a large probability of success. Thus, a PUF
design with poor SAC property cannot ensure the security
against the selective forgery.

3) Universal Forgery and Total Break: Universal forgery is
the creation of a valid proof for any given data and challenge.
An adversary capable of universal forgery is able to prove a
sensor data she chooses herself (as in selective forgery) or
data chosen at random. This might happen if the adversary
can build a mathematical model of the PUF instance. On the
other hand, a proof can be totally broken if the PUF instance
is physically cloned.

As the current state-of-the-art, we expect DAPUF to be
a good choice for these properties on FPGAs, and in next
section, we show that the experimental results also matches
with the requirements.

V. EXPERIMENTAL RESULTS FOR TRUSTWORTHY VP

We have designed a 5-4 DAPUF (cf. Fig. 3) using Xilinx
ISE (v 14.2) CAD tool and implemented it on Xilinx Artix-
7 FPGAs. The number of registers (FF), look-up tables (LUTs)
and occupied Slices for this PUF design are 283, 891 and
451, respectively. The power consumption reported by Xilinx
XPower Analyzer is 0.044W. We have evaluated the 5-4
DAPUF instances using 10 x 103 challenges on eight FPGAs
with temperature variation from —20°C to 80°C. To generate
the reference response to a challenge, majority voting is used
over 15 measurements of the same challenge. CME Nano-
Bench Top Chamber is used to vary the operating temperature
of FPGA. The reliability of 5-4 DAPUF across the temperature
variations lies in the range [79,88]%. The uniqueness of
individual output bits of 5-4 DAPUF is approximately 44.16%.
The uniformity for the four output bits of 5-4 DAPUF are
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ic lc lc lc lc

APUF 1 APUF 3 APUF 5

Py Pip Py Pai Py Psp Py Pip P51 Psp

o1 = Arbiter(Py . Py )
02 = Arbiter(Py . Py )
03 = Arbiter(Py 1. Py x)
04 = Arbiter(Py 7. P5 1)
05 = Arbiter(Py . Py )

06 = Arbiter(Py 1. Py 1)
o7 = Arbiter(Py 1. P5 1)
08 = Arbiter(P3.T, Py p)
09 = Arbiter(Py 1. P5 1)
010 = Arbiter(Py 7, P5 1)

016 = Arbiter(Py . Py )
017 = Arbiter(Py . P5 13)
018 = Arbiter(Py . Py )
019 = Arbiter(Py 3. Py 13)
020 = Arbiter(P p, P5 )
10 = xor(01.02,03.04.05)) 11 = x0r(06,07,08,09,010)) 12 = xor(011,012.013.014.015)) 13 = x0r(016,017.018, 019, 020))

o011 = Arbiter(P1, B, Py )
012 = Arbiter(Py p. P p)
013 = Arbiter(Py . Py

o014 = Arbiter(Py . P5 )
015 = Arbiter(Py . Py )

Fig. 3. Architectural overview of 5-4 DAPUF. It genreates 4-bit output, each
of them depends on the outputs of five consecutive arbiters.

44.6%, 54.9%, 43.4% and 40.9% respectively. The correlation
values between the output bits of 5-4 DAPUF are reported
in Table I, where ideal value of correlation is 0.5. The result
implies that there is a significantly less correlation between
output bits.

Since the uniformity of output bits of 5-4 DAPUF are not
0.5, the adversary can take the advantage of this bias. Ideally,
the guessing probability of 4-bit response of 5-4 DAPUF to a
given challenge is (%)4=O.0625, whereas the this probability
is (0.45 x 0.55 x 0.43 x 0.41) = 0.04363 for the present
implementation of 5-4 DAPUF instances. The result implies
that the proposed VP has sufficient robustness against the
existential forgery.

In addition, we have computed the SAC property for each
output bit of 5-4 DAPUF following the technique mentioned
in [11], [12]. Figure 4 shows the output transition probability
of each output bits of 5-4 DAPUF, when there is a flip in ¢-th
bit of challenge. As the output transition probability of 5-4
DAPUEF is very small for lower index bits of the challenge,
we have appended the encoded value of a temperature interval
at the end of m-bit external challenge. So even if the same
m-bit external challenges are used for two different tempera-
ture intervals, where Hamming distance of the corresponding
encoded values are very low, the probability that adversary
predicts the response to a challenge in one interval having
access to the response of the same challenge in another interval
is approximately 0.5. This proves the unforgeability of the
VP against selective forgery. Like APUF, DAPUF is also
vulnerable to modeling attack [12], but the adversary needs
more CRPs for DAPUF compared to an APUF modeling. We
have applied the logistic regression based modeling technique
of XOR APUF to build a model for each output bit of 5-4
DAPUF. The modeling accuracy of each output bit is approx-
imately 76 —79% even using 2 x 10° CRPs (data complexity).
Thus, the prediction accuracy of entire 4-bit response to a
given challenge can be approximately (0.79)* x 100 ~ 39%
which is significatly less in the context of modeling attack.
To achieve better modeling accuracy, the adversary needs to
have access to more CRPs and computational power. Thus,
the proposed VP is computationally unforgeable against math-
ematical cloning as well as universal forgery. Finally, there is
no reported result on the physical cloning of DAPUF in the
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TABLE I
CORRELATION AMONG THE OUTPUT BITS OF A 5-4 DAPUF

correlation 1-2 1-3 1-4 2-3 24 34
Board 1 0.47 ] 053 ] 050 | 047 | 0.46 | 0.53
Board 2 0.52 1 053 ] 0.57 | 045 | 0.51 [ 0.56
Board 3 047 | 056 | 049 | 048 | 0.53 | 0.52

Bit-1 v Bit-3 =]
Bit-2  x Bit-4 .
g -
s
0 16 32 48 64

Challenge Bit Index (i)

Fig. 4. SAC property of individual output bits of a 5-4 DAPUF.

literature. Hence, the protocol is secure against total break.

VI. CONCLUSION

We have developed a PUF-based secure authenticated sens-
ing protocol for virtual proof of the sensor data, where we
have used the sensor data as a part of the input to PUF and
a cryptographic module for secure communication of sensed
data. We have validated the protocol using DAPUF on FPGA
for virtual proof of the temperature. As a future work, we
shall investigate PUF designs which are suitable for the virtual
proofs of other ambient factors using the such protocols.
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