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Abstract—In this study, we propose a formal design system for
tamper-resistant cryptographic hardwares based on Generalized
Masking Scheme (GMS). The masking scheme, which is a state-
of-the-art masking-based countermeasure against higher-order
differential power analyses (DPAs), can securely construct any
kind of Galois- eld (GF) arithmetic circuits at the register
transfer level (RTL) description, while most other ones require
speci c physical design. In this study, we rst present a formal
design methodology of GMS-based GF arithmetic circuits based
on a hierarchical data ow graph, called GF arithmetic circuit
graph (GF-ACG), and present a formal veri cation method for
both functionality and security property based on Gröbner basis.
In addition, we propose an automatic generation system for GMS-
based GF multipliers, which can synthesize a fth-order 256-bit
multiplier (whose input bit-length is 256× 77) within 15 min.

Keywords—formal veri�cation, arithmetic circuits, Galois-�eld,
threshold implementation, side-channel attack
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B. Construction of GMS-based circuit
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A. Synthesis of GMS-based multipliers
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GF (22)
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Algorithm 1
Input: IP d
Output: G0 = (N0,E0)

Function IP, d
int m← DegreeOf(IP )
int s← 2d + 1 int s′ ← d(2d+ 1)
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B. Functional veri cation and GMS property checking

a ai
b c

a b c c = a × b
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Algorithm 2
Input: G0 = (N0,E0)
Output: result ∈ {true, false}

Function n0 = (F 0, G1) ∈ N
Bool result ← true
set M ← {c− ab}
set T ←MaskingRelation(E0)
set G← F 0 ∪ T
set GB ← GröbnerBasisOf(G)
result ← IsIdealMember(M ,GB)
return result

end Function

Algorithm 3
Input: G1 = (N1,E1) d
Output: result ∈ {true, false}

Function G1

set U ← ∅ set F all ← ∅
int s′ ← d(2d+ 1) Bool result ← true
for each (F in, Gin) ∈N1 do

F all ← F all ∪ F in

end for
set GB ← GröbnerBasisOf(F all)
for k s′ − 1 do

if ExtractPolyWithHT (rk,GB) = nil then
result ← result & false

else
U ← U ∪ {ExtractPolyWithHT (rk,GB)}

end if
end for
set V ← CombinationsOfPolyIn(U , d)
for each v ∈ V do

if v then
result ← result & false

end if
end for
return result

end Function
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C. Proposed generation system and experimental evaluation
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